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1. OcuoBHBIE XADAKTEPHCTHKH NPOTrpaMMbl

I.1.Ioacuuresuan sanucka

Ne

| n/m

Haumenopanne nyukra

Copepmanne nyukra

HanpasneHuocts

(npodmis) nporpamMmel

TexHHueckas

AKTYaNBHOCTE

[pOrpaMMEl

B cBS3M C  AKTHBHLIM TNPOHHKHOBEHNe
KOMIBIOTEPHBIX TEXHONOIWA BO Bee cdeprl
ODIIECTBEHHOM M AHYHOM HH3HH NOHMMaHHE
OCHOB (Y HKUHOHHPOBAHKUA HHOOPMALMOHHEIX
CHCTEM, YIpo3 HH(POPMALIHOHHO
De30NacHOCTH " METOI0E 3AMHTEI
HH(OPMALIHOHHBIX CHCTEM ABANIOTCH BEChMA
AKTYAIBHEIMH HANPaBIeHHAMH HA

CETOMHALIHHT NeHb

OTnHYMTEIEHEIE

0CODEHHOCTH NPOrpaMME]

OTIHYHTENBHBIME  OCOOEHHOCTAMH  JAHHOI
NporpaMMBEl  ABIAETCA €€ MPAKTHYeCKAs
HalpasieHHOCTs.,  Take B nporpamwme
yieneno  ocoloe  BHHMaMHe  MeToaaM
peanuIaluu ¥rpos HHOPMALHOHHOH
De30NnacHOCTH  AN4  NOHMMAHHA  KakHe
CTPYKTYPHO-(yHKUHOHA bHEIE

XapaKTepHCTHEH  HH(OPMALHOHHBIX CHOTEM

MOIYT OBITE VAIBHMEIMH.




Ne

Haumenopanue NYHKTA

Conepaxanne nynxra

NePHOAHYHOCTE 1
NPOAOIKHTENBHOCTE

IAHATHH

n'n
4. AJpecaT nporpasmme Yuammecs 0bwenbpazoBaTenbHbIX
yupewaennil 8-10 knaccon

85 UdbeM ¥ cpok oceoenmg | | ¥4 rog, 72 yaca
nporpaMmel

6. Dopme obyuenng Ounas

7 Ocofennoctn B cootercreum ¢ HHIHBHIYANEHEIMH
OpraHH3altH YUeOHBIMH naanamu g OUBEIHHEHHAX [0

obpazoBaTentHoro HHTepecaM, chopMmupoBanueix & TPy OIb!
npotecca YHaWHXCA 0OHOrO Bo3pacTa
8, Pescum sansThil, obliee KOIHYECTBO Yacos B rog — 72 4.

ROIHHECTRO YACOB H 3aHATHH B Hegemo — 1,5

4./ 3angrue;

MEPHOOHYHOCTE H NpOOOIKHTEN LHOCTE

JAHATHH ~ Ha eWeHeIeILHO ocHOBe, 1.5 4,




1.2.1eaw u 3agauu M POTPaMMEl

Heasto pawmoii nporpamme seasercs PA3BHTHE Y YHAIIMXCA NMOHHMAHMA
OCHOB QYHKUHOHHPOBAHNA MHQOPMALHOHHBIX CHCTEM M OTAENLHBIX TEXHOIOIHI
HE COCTABMAIOLIMK, 3ala4aMH JanHofl DporpaMMel RenseTcs (popMHpOBaHHE ¥

YHaUIHXCA HABLIKOB HCIO 1 L30BAHHA TaAHHLIX TEXHMIOTHH, B 4ACTHOCTH:

— HABBIKH MOCTPOCHHI H AAMUHHCTPHPOBAHHA ceTel B amyasTope ceteii Cisco

Packet Tracer,;

— HABRIKH HACTPOHKH MEHKCETEBOrO IKpaHa (¥POBHH V34, YPOBHSA CeTH),

~ HAaBRIKH aHAIM3A 3arONOBKOB  CeTEBLIX  CooBLIeHMI, MepexBayeHHBIX
cuHepom Wireshark:

~ HEBRIKM HAMMCAHWA CKPUNTOB (1% KOMAHIHOTO HHTeprnperatopa OC MS
Windows

— HaBbIKH YCTAHOBKH M HacTpoiku quctpubytusa CentOS 7:

— HABBIKH aHATH3 CeTH CKaHepoM ceTeil nmap;

— HaBBIKH aHanusa wi-fi cereit inSSIDer;

— HaBbiky aTaky Ha [1K npu duanveckom noctvne npu nosMowy livellSB;

~ HABLIKH  HCNOJIB3OBAHHA ~ MHCTPYMEHTOB  [IeH-TeCTepa OHCTpHOYTHEA

KaliLinux nas nposenenns atak na HHBOPMALHOHHBIE CHETEMBI.

Onuoft M3 BakHBIX 3ama4  nanHoil NPOTPAMMEL  ABNAETCA Pa3sBUTHE Y
VUALIHXCH MOHHMAHHA TOro, KaKHe CTPYKTYPHO-(DYHKIHOHANLHEE
XAPAKTEPHCTHRH HH(POPMALMOHHBIX CHCTEM MOTYT OBITS YHIBHMBEI C TOUKH IPEHHH
HHQOPMAUHOHHOH 0e30MacHOCTH M HCIONB3OBAHEI 3MOYMBILLIEHHHKOM  [IpH

PeanH3aluK yrpos.



O0wuii obveM nporpaMmer coctarmser 72

Clenyroue suabl yueGHoH paboTsl:

2. Crpyxrypa npo rPamMmkl

3AHATHA, NPOSKTHASA ACATENBHOCTE, HTOTOBRI 3K3aMel.

2.1.00uEm nporpaMmes n Buan YuehHoii padors

qaca. [lporpamma sxmovaer

TEOpEeTHYEeCKHe JUHATHA, NpakTHYeCKHe

No

L nfm

Hazsaume pasaena, remu

Koanweerpo uacon

Beero | Teopus | Hpakruka

Popma kourpoan

Pazgen:

Boesenne B uHdopMaunontyio
DE30NaCHOCTE

Tempr:

Audopmaimonnas GezonacHocts,

DTHYHBL  xakmer,  [pasosmne

T’EI’IEE‘TH

b

l‘amen:
€30MACHOCTh KOMMNBIOTEPHEIX

¢eTeil

Temer:

— Mopeas OSL. Crek
npotokonos TCPR/P,

—  Ouznvecknii ¥POBEHB,
Kananenwii ypopens.

— Ilporokon Ethernet.

— KananeHeil yposeHs.

— Ilporokon Wi-Fi.

— Cerepoii yposeHs,

= Tpancnopruedii yposens,

— Ilpuxnaauoil yposeHs.

44

26 18

Venemnoe
BRIMNOIHEHHE
NpakTHYECKOro

FAHATISA




Ne

n/n

Hazsanne paznena, remu

Koanueerso yacon

Topma kouTpoas

—

= ATakM npH  pHIMYecxoM

aoctyne k K.

Beero | Teopun Hpakraka
Pazaen:
KOMAHOHWH wHTEpnpeTaTop OC Yenemwnoe
3 Windows, CKPHIITRI i : HEITIONIHEHHE
|| Tenn: l MPaKTHYECKOT O
KOMAHOHEIH HHTepnperatop OC IAHATHA
Windows, crpunTe
Paznen:
bezonaciocTs OC Linux
Temu:
— Beeaenwe B OC Linux.
Yeranosxka, Daiinosas
CTPVETYpa. Komannnsi
HHTepnpeTarop, Yenewnoe
— llonezomatenn n npana BEIMOJIHEHHE
& aoctyna B OC Linux, 2 ? ’ MPakTHYeCKOro
— Hacrpoiixa CeTeRbIX IAHATHA
nntepdeiicos OC Linux,
= YcraHoska nporpamm B OC
Linux.
= Hucrpudytus Kali Linux ¢
HadopoM  YTHAMT  mis
ITHYHOIO XaKHHra.
Paznen:
Yenewnoe
ATaKH Ha paznuyneie OC,
BLINONHEHHE
5. | Tiemsr: 2 I ]

IPAKTHYECKOTO

JAHATHE




Ne

n'n

Haspanne paznena, Temu

Koawyecrso uacon

Beero

Teopun

Mpaxruka

Dopma kourpons

— ATAKH [pH  YIaleHHOM
AocTye K MK C
HCMONL30BAHHEM
YAIBUMOCTEH  HacTpodiku
Qc.

= ATaKH fpH  yJaleHHOM
OocTyie k1K ¢
HCMOIB30BAHHEM

yazsimocrei OC u [10.

Paznen:

[IPOEKTHAA JeATeNbHOCT

Tempi:

— [lpoexrupoBanne "
AIMHHHCTPHPOBAHKHE ceTell
Ha Daze npotokona TCP/IP,

~ Crpunr, peanuzyIoumHi
FAUHTY IK oT
HECAHKIHOHHPOBAHHOTO
JOCTYIIA,

— ¥YcTaHoBka H
ANMHHHCTPHpBOaHHe  OC

Linux

Yeonewnoe

BRIMOTHEHHE

NPOEKTOR

Yenemwnoe
NPOXOEIEHHE

IK3aMeHa




LL.Coaepsanue nporpaMmel

Hazganue pasgena, reme

Copepmanne obyuenns

Paznen:

Beenenne £
HHPOPMALHOHHYIO
DezonacHoCTs
Temui:
Hudopmaumnonnan
De30NacHOCTh.  ITHMHBI

xakuur, [lpasoseie acnexrsr

OcHoBHEIE  Bompoch Kypca. OOwfcHeHHe
LeleH H METOAOB NoCTH#eHHA, OOLacHeHHe

OTHETCTEBEHHOCTH C TOYKH 3peHMd 3aKkoHa PO,

Painen:
besonacuocts

KOMITBIOTEPHEIX ceTel

Temui:
— Mogens OSIL. Crex
nporokoaos TCP/IP.
-  Ouznvecknii
YPOBEHD.

Kananeueiit yposens.
— Ilporokon Ethernet.
~ Kananbeili ypoeens.
— Ilporokon Wi-Fi.
— Cetesoil yposeHs.
= TpancnoprHeiii
YPOBEHB.
- Ilpuxnannoii

¥ POBEHb.

— Beegenue B komneloTepHkle ceti. Mozens

OSI. Crok nporokonos TCP/IP.

— KanansHuei yposens — Hasnavenne, Mecto

B mofenn OSL MMonatne MAC-agpec u
VLAN. [lonatue u nasnavenne nporokona
STP. [Moakniouenue n HacTpoiika cereroro
rommyTaropa. Hacrpoiika Gelzonacuocts
padoTsl
npotokoia STP u RSTP. Jlemoncrpaunsa

KOMMYTATOpA. Hacrpoiika
PAIHHLEL paboTel MeWly 3THMH IBYMA
nporokonamu. Hacrpofika 2 VLAN Ha
KOMMYTaTope.
Wi-fi Ha KaHANBHOM YPOBHE,
lNosepxnocTrell ananus wi-fi ¢ nomowsio
nporpammel  INSSIDER.  Hasuauenne,
MPHMEHCHHE H PEKOMEHOALMM 110 2alHTe

wi-fl cereii.




No

n'n

Hassanme pasgena, remu

Conepacanne obyuenns

— Hecnenosanne NpoTokona ARP g

wireshark. INepexsar Napel MOrMH/Mapos,
VICPCAHHBIX  Yepe3  HezamHpoBanHEii
NPOTOKGNL € NOMOWLK  ceremorg
AHANH3ATOPa NakeTos wireshark,

Cereoit yposens — naznauenye. Mecro B
monens OSI uw TCP/P, Hasnasenue,
PparmenTainsg, MapuipyThsanms,
[lpotokon 1P, Cepsucer [P, Popmar
saronoska  [P-nakera.  [P-aapecanus.
Hecnenosanmne  cerenmix MAKETOB  Ha
LETEEOM  ypoBHE ¢  nomommsio IO
Wireshark. Hactpoiixa MAPLIPY THIALIHH
A4 CETH M3 HECKONBKHX YCTpOHCTE.
Hactpoiika DHCP ya [pHMepe npocToil
CeTH.

Tpancnoprusii YPOBEHE — HasHAYeHHe,

Meero 8 Monensx OSI u TCP/P. Cepenc

TPAHCNIOPTHOIO YpPOBHS, Aapeca W nopThl.
Tuner noproe. [porokon UDP, [1poTokon
TCP.  Tlousrtue HHKAMCYIALHMH
ACKANCYMALMH H  pPA3LACHEHHE IaHHBLX
Npoueccor. [lonatme w nenn cosganums
NAT. Brewnne u BHYTPeHHHE ip-ajpeca,
CrocoBbul Tpancaammy anpecos. [loHaThe u
HasHaueHne DMZ. TMouatre 1 nasnavenye

VPN. Ioxatie i HAZHAYCHHE MEeWCeTe R

10



Hazsanne paznena, rempi

Congepsmanue obyuennn

skpanos. Hecnenopanue npotorona TCP ¢
NOMOWE NporpaMMel wireshark, Ananua

[OpTOR, YCTaHOBKM coeauHenus TCP,

HHKancynaumu. Hacrpoiika rpancisium
dllpecoB ¢ neperpyskoil, Hacrpoiika
CIMHCKa TOCTYNOB B YIKe COITAHHOH ceTH.
Heenenosanme  DNS

NpH  NOMOLH

wireshark.
— IloHaTHe o npuwnagHoM ypoBHe ceTefi,

n  TCP/P.

VPOBHA,
DNS.

Hporoxen FTP, [potokons snekTponnoii

B mogensx OS]

[IpoToron
IpoTokon

Mecto

NPHENANHOIO
HTTP.

[lpoTokon

MOYThI, Hacrpoiika FTP-ceppepa.
SMTP,

ACMOHCTRALHA ATAKH HA NOJIB30OBATENA npH

Heenenosanue NpOTOKOIA

MOMOLLIM JaHHOTO NPOTOKOE,

Lad

Paznen:
KOMaHIHEIH HHTepnpeTaTop
OC  Windows,

Tembi:

CKPHIITHI

KOMaHIHbIH HHTEpHIpeTaTop

OC Windows, ckpunTsi

OC Windows — nougrie, neropus. ®ajinopas
NTFS.

OCHOBHBIE KOMAHIEL.

CHCTEMA Komannuas crpoka n

Hanucanue ckpunros ana OC cemefictsa

windows.

Paznen:
bezonacuoctes OC  Linux

Tempi:

| cetd, Co3naHue noabroeaTeneii. YeTaHoska

OC Linux - nonstue, wHctopus. Hnpo.
Huctpubytnsel. ®aiinosas cuctema Linux.

Koncons u ocHosuble komangsl. Hactpoiika

11



. Hazpanwue pasinens, TeMbl

Copepanue odyuenns

— Bpemeune g
Linux.

— VYeraHosxka.
(Daiinosas
CTpYKTYpa.
Komauausrii
HHTEprpeTaTop,

- Toawzosateny

Linux.

HHTEphelicos
Linux.

- ¥cTanoska
NporpaMM B
Linux,

- Huctpubyrus

XAKHHTA.

npasa goctyna 8 OC

— Hacrpolika ceressix

Linux ¢ wuaBopom

¥THAHT [T 3THHHOrO

OC | mporpamm.  Yeranoska AucTpubyTHBE OC

OC

OcC

Kali

Linux. Hacrpoiika cetn. Cosnanue YYETHBIX

3anuceH. ¥Ycranoepka Nporpamm,

Paznen:

Temuiz

— ATaku

Kk TIK.

ATaku Ha pamtHuHpe QC,

(H3HYeCKOM JocTyne

npH

— Hayyenne pasnmmunmix METOOOB ATAK HA

HHOPMALHOHIYID CHCTEMY,

HEnoJesoBatmeM pasnuyunoro 110 1 sunos
Adoctyna. Cosganue live-ush, 3arpyska ¢

live-usb. Togmena sxpannoii KIIABHATYPhI

Ha KOMaHHYH CTPOKY.

C

12



No
Hazpaumne paznena, rempl

Conepaanne ofyuennn

— O6hyexanus BREIOHOCHOTO o,
Henonezosanue 110 keylogers. Hayuenue
MO hydra no nogGopy naponas  Ha
npakTike. CkaHHpoBaHMe ceTH nmap,

= JleMoHCTpauus  atak  ma pazi MY ke
ONEPALHOHHLIE CHCTEMBI ¢ noMotisio 110

metasploit.

n/m
— Ataky [npu
YAANEHHOM JocTyie
K K c
HCINOTb30BAHHE M
YAIBHMOCTEH
Hacrpoiikn OC.
~  ATaku npH
' YIOANEeHHOM JocTyne
K IK C
| HCIONBIOBAHHEM
yassumocteln OC wu
110,
6, Paznen:

NpOeKTHAA JeATENLHOCTS

| Temmi:

— Ilpoexrtuposanue w
aIMHHHCTPHPORAHHE
ceTei Ha Daze
npotokona TCP/IP.

. = Ckpunr,

peanayowmii

sauury lIK  or

HECAHKIHOHHPOBAHH

Oro J0CTYIIA.

| = ¥Ycranoeka H
ANMHHHCTPHPBOA HHE
OC Linux

— Pewrenne 3agay  no MPOEKTHPOBAHHID
OKANEHOH BEIYHCIIHTEIBHOM coTH.

— Hanucanue bat-daiina, peaausyiomero
PYHKUHOHAN  CpeacTBa  sammTsl o
HECAHKUHOHHPOBAHHOTO /I0CTYIIA,

— AIMHHHCTPHpOBaHHE M HacTpoiika OC

Linux Ha npaxtike.

13



[ N

n'n

Hazpanue Paziena, remu

Coaepmanue obydenusn

Paznen:

IK3AMEH

Peanusauus cerenoj ATakk Ha nabopatopu,
HMHTHPVEO LI OPHC KoMnaHum, Henr —
IK3aAMeHa: Nnpoeegenme PasBenKH no
HIHAYATBHBIM  1aHHRIM, NPOHUKHOBEHWE B

CETB NpeinpuaTH, KOIHPOBAHHE HYMKHBIX

AdaHHEIX, J

14



3. Komnaexke uprnHmmmuunﬂ-nmaruruqemux YenoBuii

3.1.Kanenja PHO-TeMaTHYeC Ko IIaHHpoRAHKe

No

n'n

Tema sausirus Dopma sannTuy J Koa-so wacor

Beenenne p HHBOPMALHOH Y0 Gesong CHOCTL

Huhopmannonnag JAHATHE- 2
GesonacHocTs, ITHYHBIL npe3eHTal s,

XaruHr, [lpasosrie 3aHATHE-

ACTICKTEI AEMOHCTpal A

bezonacuoers KOMAOLIOTEPHBIX ceTeli

Moaens OSI. Crex IAHATHE- 6
nporokonos TCP/IP Npe3eHTal MY,
IAHATHE-
JAEMOHCTpPALHS,

NpPaKTHYECKDe

3EHATHE

Duznveckuii YPOEEHb | 3aHaTHe- ]

[IpeseHTaLHA,

JAHATHE-
OeMOHCTpaLHs,
MpaKTHYeckoe

IAHATHE

Kavansnuil vposens, 3aHATHe- &

[potokon Ethernet. Npe3cHTaIHA,

JAHATHE-
AeMOHCTpalHs,

NpaKTHYeCKoe

JAHATHE

15




n'n

Tema IANATHS

[{ Dopma 1a HITHA

Kon-go uacop

Kananbupii YPOBEHE,

porokon Wi-Fj

JAHATHE-
NpeseHTalMy,
SAHATHEe-
AEMOHCTpalHg,
MPAKTHYECKOE

3AHATHE

CeTenoil vpogens,

3aAHATHe-
MPe3eHTal s,
3aHATHe-
JAEMOHCTpalHy,
NPaKTHYeCKOe

IAHATHE

7. Tpaucnoprawifi YPOBEHE

JAHATHEe-
HPEEEHTELI.[HH,
JAHATHE-
AeMOHCTpaLuA,
MPaKTHYSCKOE

FAHATHE

8. lpuxnannodi vpopens

3AHATHE-
MpeseHTaLMs,
JAHATHE-
JEMOHCTpaL M,
NpaKkTHYeCKOe

3AHATHE

Komananbiii HHTCpnperarop OC Windows, CKPHNTRL

1s




Ne = 1
ot Tema sanarus Dopma sausTys Koa-go uacon
o, Komananpii SAHATHE- | 2
| HHT¢pnpeTarop OC npeseHTaums,
Windows, cxpunte 3aHNTHE-
ACMOHCTpaLH,
NpakTHYeCcKoe
JAHATHe
Besonacnocrs OC Lipux
10. | Bsenenue s OC Linux, | 3austie- 2
Yetanoska. Maiinopag Npe3eHTaIH,
CTPYETYPa. KoManiumi | saugrie.
HHTEpIpeTaTop AeMoHCTpalng,
NpakTHYecKoe
JAHATHE
11, Honksosareny MpaBa | saHATHe- 2
Acctyna 8 OC Linux Npe3eHTAl S,
IAHATHE-
ACMOHCTpaLH,
MpakTHYECKoe
JAHATHE
B Hacrpoiika cerepgix JAHATHE- 2
HuTepdedicor OC Linux Npe3eHTaLms,
3aHATHe-
ACMOHCTpaLMs,
MpaKkTHYeCcKoe
SAHATHE
[ 113. Yeranoska MporpaMM B | 3aMgTHe- 2
OC Linux pe3eHTaims,

1z



Tema saunTng

Dopma sauuTus

Kou-so YACOR

n/n
3aAHATHE-
AEeMOHCTPaLLIS,
NpaKTHYecKoe
FAHATHE
14. | Muerpuyrus Kali Linux | sanstye- 2
C HaBopoM YTHIHT ane | o PE3eHTaLHA,
3THHHOTO XaKkHHr4 IAHATHe-
JAeMOHCTpPALHH,
NpaKTHYECKoe
FAHATHE
ATaKH Ha pasinaneie OC I
I5. | Araku npu dH3nueckom | sansTie- 2
Aoctyne K [TK NMp&seHTanmy,
JAHATHe-
AEMOHCTpauMs,
MPpaKTHYECKoe
3AHATHE
16. ATaKH NpH yaatenHom IAHATHe- 2
Jocryne k [1K ¢ NPe3eHTaIHx,
HCTIONBI0BAH HeM JAHATHE-
YAIBHMOCTEH HacTpoliky MEMOHCTPALHA,
ocC NpaKTHYeCKDE
FAHATHE
I7. | Araxu npu YOANEHHOM | 3aHsaTHEe- 2
Joctyne k [1K ¢ NpejeHTalmns,
HCIONL30BAHHeM 3aHATHE-
yaseumocrteii OC u [10 HeMOHCTpAIHy,

18



[N

3AHATHE,
BAHATHE-

COPEBHOBAHME

Tema zausrug Dopma sanarug Kon-go yacon
n/n
NpaKTHuYeckope
| 3aHATHE
Il pﬂ-l:!li"lrl-lﬂﬂ AeATENLHOCTE
18, Hpoexruposaiue u MPpaKTHYECKDe 2
ANMHHHCTPHPOBAHKE 3AHATHE,
cerell Ha Gaze npoTokona 3aHATHE-
TCP/IP COPEBHOBaHHe
19. | Crpunr, PEATHIYIOWIHA | mpakTHYeckpe 2
satuTy 1K ot 3AHATHE,
HECAHKUHOHHPOBAHHOTO | 3aHATHe-
J0CTYNA COpPeBHOBAHHE
20, Yeranoska NpakTHyeckoe 2
AAMHHUCTPpHpoBatie OC | sansTue,
Linux 3aHATHe-
COPEEHOBAHKe
Ixzamen
2L Jk3amen NpaKkTHYecKoe 6

13



3.2.¥caonrua PEATHIAUNE NPOrpaMyel

Ne

n'n

Yenopug
peannanny

NPOrpaMmel

Xapakrepueruxa yenonuii peainzanun

Nporpavmes

Marepuansuo-
TEXHHYECKDE

obecneyeype

Hsyuenne marepuana MPOrpaMMEL OpHEHTHPOBaHO
Ha padoTy B KOMILIOTEpHOM kiacce Ha 14 paBounx
MeCT. Yyebuulii knace OCHAILEH HHTEPAKTHEHOI]

MaHEIBWY 18 nokaza Npe3eHTaumni. Kamgoe

pabodee  mecto  mommuo OuTh  OcHameno
HEODXOMHMEIM NpOrpaMMHeIM  ofecneueHnenm u
HMETE OJIMHAKOBEIE TEXHHYECK e XAPAKTEPHCTHEH.
Texuuueckue X4paKTePHCTHKH KOMILIOTepa:

- npDuEECDp: Intel Core {7 4790, 3600 Ml u;

- Onepartusnas namsTy: 16384 M6,

- Buzeokapra: GeForce GTX 980 4096 M6.
porpammuoe oflecnedenne  nng Ka#aoro
KOMIIbIOTEpa;

- OC Windows 8.1;

- Oucrnii maxer Office 2016 Prof;

- Cpeaa eupryamusauun Oracle Virtual Box:

- OC MS Windows 7 Prof, MS Windows Server
2012 R2, naucrpubyTus CentOS 7, JHCTPHOYTHRE

KaliLinux;
- Cpena smynaumy cern Clseo Packet Tracer;
- CA3 Kaspersky Total Security

Hudopmaunonnoe

obecneyeyye

Npezentauuu (8 MS PowerPoint);
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[Moarotosnennsie crenm J08 MPaKTHYECKHX K
NPOCKTHLIX 2aauuil (B Oracle Virtual Box, Cisco
Packet Tracer);

Ioarotornenngii CTEHJ 1115 3K3amMeHa

Kajpogoe

obecnedyenne

MNegarorn wumeior priciee npogeccHosansHoe
odpasopaHne g ciepe  uHdopMammMonol;
DezonacHocT HJTH HHIPOPMALHOHHEIX
TEXHONOIMH, a Takke NPOXOAHIH  Kypehl
MOBBILUEHHS KBAIHOHKAUMM N0  obecHedenino
GesonacHocTn OC, CETCH, 3THYHOMY XaKMHTY,
AHaNH3y Beb-yassumocteid. [Tegarory umeior OMBIT

paBotsl B ciepe HHBOpMaLHOHHOI] OezonacHocT

donee 5 ner.

21



3.3 Mnaunpyempe PEIYILTATEL OCBOCHUN NPOrPAMM b

Pesynbratom oceoenus naunoi APOTPAMMEI ABASETCH pasBuTHE ¥ yualmxcs
MUHHMAHHA OCHOB (hyHKUHOHHPOBAHMS HH(OPMAUHONHEIX CHeTeM | OTASNEHBIX
TEXHONOTHH HMX COCTaBASIOMIHX # COOTBETCTRYIOIHE HABBIKH NPHMeHeHHs
MIOJIYHEHHBIX 3HAHNI, B 4aCTHOCTH:

— HABBIKH NOCTPOCHUSA M AAMHHHCTPHPOBAHKA ceTell B IymaTope cereil Cisco

Packet Tracer:

— H4BLIKH HACcTPOHKH MewceTeroro IKPaHa (YPOBHA Y314, YPOEHA CeTH);

— HABbIKM  3HANH3A 38rONOBKOB  CeTeBBIX cooDIleHn, NepexBaYe HHEIX
cunipepom Wireshark:

~ HABHIKH HANHCAHMA CKDHNTOR 118 KOMaHIHOMG HHTephpeTatopa OC MS

Windows;
~ HABBIKH YCTAHOBKH M HACTPOIKH AHCTpHbYTHBA CentOS 7,

Takxe pesyastaroMm ocpoenus ABHHOM NPOrPAMMEl ABIAETCH MOHUMAHHE
TOro, KakHe CTPYKTYpPHO-OYHKLUHOHANEHBE XAPAKTEPHCTHRH MHBOPMALHOHHBIX
CHCTEM MOTYT OBITh VAIBHME! ¢ TOYKH 3peHuHs HHGOpMaLHOHHO GesonacHocTi M
HCTIONLIOBAHE 310YMBIIITIEHHHKOM NPy PEATHIALNH YIPO3, & TAKHKE NMPAKTHYECKHX
HABBIKOM pEANMIALNN OTAENBHLIX MHPOPMALIMOHHEIX TeXHOmOrKH METOI0E
POBCACHUA aTak Ha HHAOpMALHOHHEe CHCTEMBI, B YACTHOCTH:

— HHATH3 CeTH CKaHepoM ceTeil nmap;

— aHanms wi-f ceteii inSSIDer;

— ataku Ha [IK npu duznyveckom ADCTYNE npH nomoum livelUSB;

— HABBIKH - HCHONB30BAHWA  MHCTPYMEHTOB neH-TecTepa  aucTpHOYyTHBA

KaliLinux ans nposesenus atax na HHQOPMAIHOHHBIE CHCTEMBI,
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3.4.Cnocolnl u dopme NPOBEPKH PEIVILTATOB OCBOCHHS NPOrpaMme

Iposepra PEIYNBTATOR NPOXOIHT B popme:

BBIIIOIHEHHA NIPAKTHHECKHX Jagarmii,

SLITONMHEHHA NPOEKTHRIY 3a08HR],

MPOXOKIEHHA IKIaMEeHa,
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3.5, Yuelno-weronuueckoe n HHpopMaunonnOE olecneyenne NPOrpaMMb

Humepamypa dan VHEMENR 4 Yuen i
1.

2,

M.®aenos «Linux rasamu XaKepay;

Daniel Robbins, Chris Houser, Aron Ggi ffis «Ochosr Linux ot ocnosarens
Gentoon;

Mapk Pycensosny u ap. #«BHYTpeHnee yerpolicteo Microsoft Windowsa:

Llon Xappue «IToarotoska « CISSP»:

E.Onekos “ApPXHTEKTYpa KOPNOPATHBHLIX ceTefin;

E.Onexos sllpakTHyeckas Gezonacy OCTE ceTelin

Humfrpuem-pecyp{w

. https:// www.kali.org/;

https:/fwww. ptsec urit}f.{:mw'ru-rw’resear-::hr’ana[}“tics-’;

: hnps:va.rw,asuz;,rkin.rufcuursesfnetwnrks;

htrpﬂ:ﬂhabrahahr.mfcompany.fpenmstiLf;

Kype «Linux nns maummamompx, bazobeiii kypes (Online Network School
“Netskills™);

K¥Ypc «AHaanz OelonacHocTy pef-npoexktoes {Online Network School «Stepicn);

kype «Web-rexnonornus (Online Network School «Stepics);

kype «Kype mosonoro Goiiua. [paktiueckuii kype ¢ HCNONBIOBAHHEM CisCo

packet tracers (Online Network Schoal “Netskills™),
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